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GOOD SECURITY PRACTICES FOR
ELECTRONIC COMMERCE, INCLUDING
ELECTRONIC DATA INTERCHANGE

Roy G. Saltman, editor

FOREWORD

This report is an edited version of material submitted to NIST by
Robert V. Jacobson of International Security Technology, Inc. of
New York City, under contract number 43NANB311675. The contract
was sponsored by the Information Systems Security Officer of the
Farmers Home Administration, U.S. Department of Agriculture.

ABSTRACT

Electronic commerce (EC) is the use of documents in electronic
form, rather than paper, for carrying out functions of business or
government that require interchange of information, obligations, or
monetary value between organizations. Electronic data interchange
(EDI) is the computer-to-computer transmission of strictly format-
ted messages that represent documents; EDI is an essential compo-
nent of EC. With EC, human participation in routine transaction
processing is limited or non-existent. Transactions are processed
and decisions are made more rapidly, leaving much less time to
detect and correct errors. This report presents security proce-
dures and techniques (which encompass internal controls and checks)
that constitute good practices in the design, development, testing
and operation of EC systems. Principles of risk management and
definition of parameters for quantitative risk assessments are
provided. The content of the trading partner agreement is dis-
cussed, and the components of EC, including the network(s) connect-
ing the partners, are described. Some security techniques con-
sidered include audit trails, contingency planm.ng, use of acknow-
ledgments, electronic document management, activities of supporting
networks, user access controls to systems and networks, and crypto-
graphic techniques for authentication and confidentiality.

Key words: commerce; computer; data; electronic; interchange;
internal control; security; techniques.
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1. MANAGEMENT OF SECURITY FOR ELECTRONIC COMMERCE

1.1 New Methods, New Risks

Electronic commerce (EC) is the automated conduct of business pro-
cesses between and within organizations, using documents and mone-
tary transfers that are in electronic form. EC is carried out
using electronic funds transfer (EFT) for monetary interchanges and
electronic data interchange (EDI) for non-monetary documents. EDI
is the interchange of strictly formatted electronic documents
between computers of different organizations. The strict format-
ting makes possible the use of computer programs to assemble elec-
tronic documents from data in computerized applications to begin an
interchange and, following receipt of an interchange, to disassem-
ble the documents and insert their data into the receiving organi-
zation’s computerized applications.

The use of EC introduces new ways of carrying out business opera-
tions by eliminating paper-based commerce. The lack of hard-copy
records and manual signatures raises the potential for new types of
threats to the integrity of operations. Specific activities must
be undertaken to assure that electronic documents are authentic,
are properly authorized, are completely and accurately retained
with audit trails for purposes of accountability, and remain confi-
dential when that is necessary. In addition, operations are heavi-
ly dependent on the reliability and availability of electronic
devices. It is necessary to detect and recover from error condi-
tions, and to provide effective contingency plans in the case of
system failure. It is the role of senior management to assure that
the necessary practices and procedures are in place and that these
requirements are met. :

1.2 PFunctionality With Security

Senior managers have a vital role in providing for a balanced
development program for EC systems that includes adequate provision
for security. Authorities agree that this role is essential to
successful implementation of EC systems. Senior managers must make
sure that there is a proper balance between functionality and
security during the design process.

Implementation of an EC system requires more care than a tradition-
al automated business system because of four factors unique to EC:

1) Most traditional paper records are eliminated.

The electronic documents that replace paper documents are extremely
important. Care must be taken to safeguard them against loss and
alteration, and to ensure that any document can always be retrieved
from the secure database in which it has been stored.

1



2) Human participation in routine transaction processing is

limited or non-existent.

Human oversight in paper-based :.stems has provided formal and
informal reasonableness testing an: error detection and correction.
The EC application programs and the EDI software must include com=-
prehensive controls and checks to replace all aspects of routine
human oversight while providing detection of exceptional conditions
that trigger special human intervention. This report does not
attempt to make a sharp distinction between "security procedures
and techniques" and "internal controls and checks." Both security
and control objectives are commonly served by the same measures.

3) Transactions are processed more rapidly, leaving less time

to detect and correct errors.

Errors must be detected and corrected quickly, before automatic
initiation of subsequent actions that will be expensive to correct.

4) Trading partners’ computer systems communicate directly
with one another.

Each trading partner depends heavily on the accurate and timely
performance of the other partners and the data communications
network that connects them. EC commonly leads to re-engineering of
business systems to take advantage of the speed and efficiency
inherent in EC. As a result, each trading partner must be prepared
to recover quickly from system failures to avoid having an impact
on operations of the other trading partners. Interrupted transac-
tions must not be lost or incorrectly duplicated as a result of
retransmission.

As long as nothing goes wrong, an EC system can function without
including the security techniques described in this report. How-
ever, in the real world, accidents happen, control and procedural
failures occur, and people make mistakes. Without an appropriate
level of security and control, EC operation will be unreliable, and
losses will be unnecessarily high. .While EC systems must be pro-
tected against fraud and unauthorized disclosure of information,
protection against accidents, -errors, and omissions is equally
important. Because of the increased processing speed of EC trans-
actions, errors can propagate rapidly. As a result, the cost to
recover from the consequences of errors and omissions tends to be
greater than with traditional business systems. Consequently,
prompt, accurate, and automated detection of errors and omissions
is an important requirement of EC systems.

In the subsections that follow, seven topics are discﬁsséd that
senior managers should consider when reviewing the plan to imple-
ment an EC system:

1) 1Initial considerations in planning;

2



2) Prudent management of the risk factors;
3) Drafting of a trading partner agreement;
4) Testing and commencement of operation;
5) The EC system contingency plan;

6) Management of electronic documents; and

7) Selection of an EDI network.

1.3 Initial Considerations in Planning for EC

An organization typically implements an EC system for one of two
reasons:

1) Senior managers, together with application managers and
information systems managers, determine that by eliminating tradi-
tional paper documents and their routine human processing, an EC
system can yield significant savings of time and money. In this
case, the organization takes the initiative, and proposes the
implementation of an EC system to its trading partner(s). More and
more Federal agencies and large business organizations have reached
this conclusion.

2) A major customer or agency with which the organization has
a business or data-interchange relationship already has an EC sys-
tem, or plans to implement one. The organization is asked to do
likewise. In this case, the organization is being asked either to
conform to an existing EC system design or to collaborate in the
design of a new EC system.

In the next two subsections, these situations are considered, and
the factors that senior managers should consider when planning an
EC system implementation are discussed. A senior manager, even if
associated with a large organization that is taking the initiative
to adopt EC, should also consider the second case. It is useful,
to promote smoother implementation in the long run, to be able to
see the situation from the point-of-view of the smaller organiza-
tion and allow for its concerns.

Two trading partners will be assumed. However, in the general case
there will be many trading partners, and references to "the trading
partners" should be taken to mean all of them. Furthermore, it
should be understood that, in some cases, the relationship will not
involve trade in goods and services. For example, a government
agency may establish an EC system to accept filings from private-
sector organizations in response to its regulations. Then the
ntrade" is in information. For simplicity, the term "trading part-
ners" will be used for all these relationships. :

3



1.3.1 Initiating an EC Development Project

There are two important ingredients in a successful EC system
development project: effective cooperation between trading part-
ners in the development of the system specifications, and the
adoption of a phased development plan.

When a dominant organization is initiating the development of an EC
system, it may assume that it can correctly anticipate the opera-
tional needs of the prospective trading partners, and can perform
the system design without consulting them. This is probably an
unwise assumption, particularly regarding security issues. Many of
the security techniques described in this report depend on the
effective cooperation of the trading partners. Consequently, it is
important to involve prospective trading partners in the develop-
ment of the basic system design and in the selection of cooperative
controls and security techniques and procedures.

Conceptually, the development of an EC system can be thought of as
following a three-step sequence:

1) first, substitution of EDI messages for paper documents
with continuation of manual processing of the EDI documents;

2) secbnd, automated processing of the EDI messages; and

3) third, re-engineering of applications to take maximum
advantage of the speed, accuracy, and standardization offered by
EDI.

These steps can be described in more detail as follows:

In the first step, paper documents are translated into EDI formats
and delivered electronically to the recipient trading partner. At
the most primitive level, the recipient trading partner uses an EDI
translation software program to convert incoming EDI messages into
traditional formats and to print them. Next, the printed documents
are processed as though they had been received in the mail. Simi-
larly, outgoing documents are key-stroked from paper documents into
an EDI translation software program and then transmitted to the
trading partner. This is obviously a very inefficient practice,
but it has the advantage of demonstrating that the "mechanical®
part (the EDI part) of an EC trading partnership is functioning
correctly. That is to say, the trading partners are able to ex-
change and translate EDI messages successfully.

In the second step, automated links are established between the
existing applications and the organizations’ EDI systems. Outgoing
messages are generated automatically by the sender’s applications,
and are no longer key-stroked into the EDI system. Likewise, in-
coming EDI messages are translated into input files and passed to
the recipient’s applications automatically. The applications are
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enhanced to allow for the monitoring of the EDI interface. For
example, the sender’s applications are modified to respond to fail-
ures of recipients to acknowledge messages on time. The recipi-
ent’s applications are improved to permit the testing of the rea-
sonableness of incoming messages more rigorously than typical edit
checks and to detect duplicate messages.

In the third and final step, applications and business functions
are re-engineered to take full advantage of EC. For example, ad-
vanced shipping notices sent via EDI could be used to expedite
receiving dock and warehouse operations, and to initiate payment
without requiring separate generation and processing of an invoice.

When an EC partnership reaches the third step, the partners get the
full benefit of EC. The cost of most human processing of paper is
eliminated and the attendant errors are avoided, but often there
are even greater benefits from more efficient and focused opera-
tions. For example, inventories and manufacturing material stocks
can be controlled more closely. The time to process orders is
reduced. This evolution of existing systems to full-scale EC has
repeatedly demonstrated changes that result in functional and qual-
ity control improvements. A closer and more efficient relationship
is built between the trading partners.

Enthusiastic system designers may want to bypass the first two
steps and go directly to a re-engineered EC system. However, con-
verting from paper documents to EDI messages, and substituting
automated processing for human oversight, are both big steps. Un-
expected problems of the sort described in the remaining chapters
of this report can arise. When an organization attempts to go
directly from existing paper-based commerce to a phase three, re-
engineered EC system, these problems are likely to emerge and cause
major losses. Experience suggests that an organization without
strong prior experience with EC and EDI should use a phased devel-
opment. The organization should leave the existing paper-based
system in place and use it to deal with the majority of the trading
partners while it develops the EC system with a small subset of its
trading partners.

The following guidance is proposed for prudent implementation:

1) Begin by picking a single functional area where the appli-
cation programming is stable and smooth running.

2) Work with a small, but representative, subset of prospec-
tive trading partners.

3) Take each of the three development steps described above,
one by one. Note that, until all of an organization’s major appli-
cations have been converted to EC, only limited re-engineering is
possible.



When the initial EC system development is complete, consider how to
phase-in the remaining trading partners. For example, one might
add trading partners in groups over time, and then expand the scope
to include other applications. :

It is likely that the re-engineering phase will follow paths not
originally anticipated, and that the relationship with trading
partners will change. These factors suggest that care should be
taken to see that the system design allows for growth in size and
scope, and changes in operations.

A final note: The organization that initiates an EC system should
take care to avoid making unreasonable demands of its subordinate
trading partners. While the dcminant trading partner may have the
resources and expertise to handlie an EC system development project
easily, this may not always be true of the subordinate partners.
The dominant trading partner should take these limitations of re-
sources and expertise into account when planning the role of the

subordinate partners.
1.3.2 Joining an Existing EC System

An organization that is being asked to participate in an existing
EC system may not have the opportunity to participate in the EC
system design. However, the organization will have to decide how
to modify its existing operations to accommodate EDI messages. The
safest plan is to follow the same three steps described above,
using the overall specifications already set by the other trading
partner. For example, the organization may begin its participation
in an EC system by setting up an EDI system that simply translates
EDI messages into paper documents for manual processing. Note how-
ever, that the EC system is likely to require acknowledgment of
incoming EDI messages. Therefore, it will be necessary initially
to establish manual procedures to generate these acknowledgment:
messages. (See Section 3.2 for more about acknowledgments.)

Next, the EDI system and the applications are enhanced to pass the
translated EDI messages to the applications automatically. Appli-
cations are enhanced to generate outgoing transactions automatical-
ly, including acknowledgments, for processing by the EDI system.
Finally, the organization re-engineers its applications to track
the operations of the dominant trading partner.

The organization should perform a risk assessment to be sure that
all significant risks have been identified and will be properly
addressed.

1.4 Risk Management of EC Systems

It is important to manage risk, i.e., the likelihood of loss, as
the basis for wise selection of security measures. If all EC
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systems were the same: i.e., the same size, transaction volume,
information sensitivity, urgency, monetary activity 1level, and
operating environment, it would be possible to define an appropri-
ate security program and apply it to all EC systems without further
consideration. This is not the case; EC systems vary in all the
dimensions just enumerated. Consequently, it is not possible to
define a single security program for all EC systems. EC risks can
only be managed efficiently by using rational risk management.
Perfect security (nothing will ever go wrong) is infinitely expen-
sive and cannot be a rational design goal. On the other hand,
inadequate security often leads to unnecessary losses.

1.4.1 Risk-Sensitive Design

Risk cannot be managed abstractly. The first step in EC system
development is to develop a basic system design that accomplishes
the functional requirements of the EC system. Security features
need not be considered at this point. When the system design is
sufficiently detailed, the risk management process can begin.
There are three parts to this process:

1) Assessment of risks to determine what kinds and amounts of
losses are likely to occur when the EC system becomes operational.
Two loss categories are usually identified. (a) Losses caused by
threats with reasonably predictable occurrence rates are sometimes
referred to as "expected losses," and are expressed as average
rates of loss in dollars per year. (b) If a threat has a very low
rate of occurrence that is difficult to estimate, but the threat
would cause a very high loss if it were to occur, the result would
be referred to as a low-probability, high-consequence risk. This
type of loss is often called a "single occurrence loss." Chapter
Two identifies and describes the risks and vulnerabilities that are
associated with typical EC systems.

2) Selection and implementation of security techniques fhat
will (a) reduce expected losses by an amount greater than the cost

to implement the security techniques, or (b) reduce the fatal
losses to tolerable levels. Chapter Three suggests security tech-
nigques for consideration.

3) Periodic re-examination of risks after operational use
begins to verify that security techniques continue to be effective,
and to detect significant changes in the risk environment.

The initial risk assessment does not have to be highly detailed and
precise. Instead, the objective should be to develop a broad un-
derstanding of inherent risks and potential security techniques to
support the design effort. Thereafter, the first two steps are
repeated as necessary during the design phase to refine the assess-
ment; the selection of security techniques is optimized as the EC
system design evolves.



The assessment of risks should take into account the effect of the
EC technology on the effectiveness of traditional controls. Fewer
people do jobs with wider scope. There is reduced routine human
oversight. Separation of duties may be diminished,’ partlcularly in
smaller organizations. These trends may create a situation in
which one person can create a false purchase order and acknowledg-
ment for a non-existent vendor, fake a receiving report, and
trigger a fraudulent payment through electronic funds transfer.

The third step above is ongoing during the operatlonal life of the
EC system to ensure that the security program continues to meet the
requirements.

1.4.2 Objectives of a Risk Assessment

Risk management has two basic objectives:

1) Optimization of the selection and implementation of secu-
rity technlgges, based on a rational assessment of risks. "Opti-

mize" in this context means the implementation of security tech-
niques that minimize the sum of future losses and security expendi-
tures. In the case of government agencies, losses could result
from compromise of confidentiality or integrity of personal or
trade-secret information stored by the agency, as well as direct
financial loss of material assets or funds.

2) Protection against catastrophlc losses. A catastrophic
loss for a private-sector firm would be a loss greater than its

equity. In other words, if the loss event occurs, however unlikely
its occurrence may be, the loss will bankrupt the firm. While the
concept of bankruptcy does not apply in the same way to government
agencies, such agencies have a responsibility to the taxpayers to
mitigate exposures to material losses.

To meet these two risk management objectives, it is useful to eval-
uate in monetary terms the risks to which an EDI system is exposed.
This enables one to measure the utility of proposed security tech-
niques and to 1dent1fy potentially catastrophic risks. An assess-
ment of risks in monetary terms uses three kinds of input data:

1) The rate of occurrence of the threats to the EC system.

2) The loss potential associated with each of the functions
performed by the EC system and each of the assets controlled by the
EC system. Loss potential is the worst-case loss of an asset or
function.

3) The vulnerability of the functions performed and organiza-
tional assets to each of the threats. Vulnerability is expressed

as a "vulnerability factor," which is the ratio of actual loss to
loss potential, and ranges from zero to one. Note that a vulnera-
bility by itself is not significant. Even though an asset may be
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vulnerable to a threat, the vulnerability is not significant unless
the threat is expected to occur. Thus, a vulnerability assessment
may yield useful insights about the state of existing security, but
it is NOT a risk assessment.

In the real world, the details of threats, vulnerabilities, func-
tions performed, and assets can be quite complex. Consequently, a
key part of the risk assessment process is the construction of a
model of the EC system that aggregates these elements into manage-
able groups. Initially, a model can be fairly simple. Then, as
the assessment identifies the critical threats, functions, and
assets, more detail can be added. This approach ensures that the
analysis effort is concentrated on the key issues.

1.4.3 Quantitative Risk Assessments (QRASs)

The cost of security techniques is measured in monetary terms.
Therefore, one must also measure the benefit of security techniques
(the expected reduction in future losses) in monetary terms to
compare cost and benefit. This is the basic reason for performing
a QRA. Installing a security technique is not prudent unless its
benefit outweighs its cost. The benefit of a security technique is
the effect it will have on future losses. A QRA generates an esti-
mate of the monetary losses that will occur in the future based on
quantitative estimates of the threat occurrence rates, asset and
function loss potentials, and vulnerabilities defined by the model
of the system. QRAs are expressed in two ways:

1) Annualized Loss Expectancy (ALE).' ALE is the estimated

loss expressed in monetary terms at an annual rate, for example,
dollars per year. The ALE for a given threat with respect to a
given function or asset is equal to the product of the estimates of
occurrence rate, loss potential, and vulnerability factor. If the
threat’s occurrence rate is less than once per year, the ALE must
be understood to represent the relative significance of a threat
compared with other threats. For example, imagine that.the occur-
rence rate of a threat is estimated to be once in ten years, and
its ALE is estimated to be $1,000 per year. This does not mean
that the threat will cause a $1,000 loss in each of the next 10
years; it is likely to cause a $10,000 loss in one of the next 10
years, but the specific year of occurrence cannot be determined.

However, if one estimates ALEs for two threats as $1,000 per year
and $100,000 per year respectively, all other things being equal,
the second threat is clearly far more significant than the first
one. Thus, ALE is a useful tool for ranking risks, even though
confidence in ALE estimates tends to decrease as occurrence rate
decreases. In other words, it is difficult to make credible esti-
mates of occurrence rate for relative rare threats. Nonetheless,
even when gquantitative estimates are relatively uncertain, they
may, in some cases, provide more risk management guidance than
purely qualitative estimates of risk. .
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2) Single-Occurrence Loss (SOL). SOL is the loss expected to

result from a single occurrence of a threat. It is determined for
a given threat by first calculating the product of the loss poten-
tial and vulnerability factor for each function and asset with
respect to the threat being analyzed. Then, the products are
summed to generate the SOL for the threat. Since the SOL does not
depend on an estimate of the threat’s occurrence rate, it is parti-
cularly useful for evaluating rare but damaging threats. If a
threat’s SOL estimate is unacceptably high, it is prudent risk
management to take security actions to reduce the SOL to an accept-
able level.

In short, ALE is useful for addressing relatively frequent threats,
and SOL is used to evaluate rare threats.

ORAs are used in three ways:

1) For selection of cost-effective security techniques. To
undertake this selection, a "baseline" EC system is defined. A
“"baseline" EC system has just those features required to function
correctly as long as no errors or failures occur. By comparing the
ALE of a "baseline" EC system with the ALE of the same EC system
assuming the presence of one or more proposed security techniques,
one can estimate the payback of the proposed technigues. Obvious-
ly, the greater the ratio of the payback (reduction in ALE) to the
cost of a security technique, the more valuable it will be.

2) For treatment of high SOLs. The SOL estimate of a threat
can be used to identify the potentially fatal threats as mentioned
above. While the SOL estimate cannot be used to cost-justify secu-
rity measures, one can determine what needs to be done to reduce
the SOL to an acceptable level. Management judgment is required to
make the most effective decisions.

3) To prioritize functions and assets. An ALE can be used to
prioritize functions and assets relative to one another, and to
rank threats relative to one another. This information is useful
when making plans for asset protection, disaster recovery, and
business resumption planning.

1.4.4 Conduct of a QRA

The preceding sections have provided the basis for carrying out a
ORA, but have not been highly explicit in how it might be done.
Oother sections of this report present additional information that
may assist in this regard. For example, Section 2.3 identifies
seven specific basic objectives for the security of EDI transaction
sets. In the conduct of a QRA, an analyst may wish to review each
of these objectives in light of the activities of the system under
study, and specify the losses that would occur if the system failed
in achieving any of them.
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Losses may be more difficult to quantify for some security objec-
tives than for others. For example, failure to receive goods that
have been paid for (possibly due to a failure in sender authentica-
tion) may generate a clearly quantifiable loss. Even if the goods
are received later, correcting the situation that caused the ini-
tial Qifficulty may generate an extra cost. However, loss due to
compromise of confidentiality could be less clear if the organiza-
tion is a government agency and the disclosure concerned personal
data relating to members of the general public. The loss to_the
organization, which determines the selection of security measures,
is distinct from the loss to the individuals. The quantitative
loss to the latter could be changes in the individuals’ ability to
obtain future employment or advantageous business relationships.
The loss to the organization might be costs of disruptive investi-
gations, a required re-alignment of security plans and personnel,
and costs compensating for the difficulty in collecting similar
data in the future due to loss of confidence by the public.

1.5 The Trading Partner Agreement

When system integrators link elements of a data processing systen,
they speak of the "interfaces" between the system elements, and the
need for each element to conform with the applicable interface spe-
cification. In a traditional business relationship between two
organizations, there is no "interface specification" as such. 1In-
stead, humans interpret incoming documents, purchase orders, re-
quests for quotations, and the like, and "translate" them as neces-
sary to conform to internal standards. If disputes arise, they are
settled based on agreements between the parties and applicable law
and regulation, such as the Uniform Commercial Code, or if one of
the parties is a Federal Government agency, Federal procurement
regulations. These laws and regulations form an implicit "inter-
face specification."

An essential feature of EC is the reduction or elimination of human
participation in the routine processing of transactions, and the
substitution of automated processing. As a result, it is essential
to define precisely the details of all EC transactions. For exam-
ple, the part of an EC system that composes an EDI message must use
exactly the same message format as the part of the other partner’s
EC system that receives the message. This means that the trading
partners must agree on the standards to be used and the specific
details of the implementation.

Trading partner agreements (TPAs) are an important part of EC sys-
tems. They serve as the "interface specification" between trading
partners and provide specific details of the legal agreements that
define how the electronic commerce is to be conducted. Qualified
legal advice is required when a TPA is drafted. However, the TPA
must be more than a legal agreement between two organizations that
interchange data. Since the TPA defines how the automated systems
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will replace human inspection and interpretation of individual
transactions, it must be complete and precise. The subsections
that follow discuss the functions of the TPA in more detail.

1.5.1 Defining X12 Transaction Sets and EDIFACT Messages

The TPA must specify the specific transactions that the EC system
is going to process, and the responsibilities of each of the part-
ners for processing transactions. The turn-around time for respon-
ding to each EDI message should be specified. The TPA might define
how frequently trading partners are required to download messages
from network mailboxes. Finally, the TPA must specify what consti-
tutes "receipt" and "acceptance" of a message by the recipient.

Of course, the TPA must include a complete and detailed specifica-
tion for the format of the EDI message associated with each trans-
action. Currently, TPAs written in the United States commonly
define message formats by reference to the EDI standards adopted by
Accredited Standards Committee (ASC) X12. The X12 Committee was
chartered in 1979 by the American National Standards Institute
(ANSI). FIPS PUB 161-1, Electronic Data Interchange, published by
the National Institute of Standards and Technology (NIST) in 1991
and updated in 1993, "adopts, with specific conditions, the fami-
lies of standards known as X12 and EDIFACT," and requires the use
of X12 transaction sets or EDIFACT messages if they meet "the data
requirements" of an agency implementing an EC system.

The X12 Committee uses the term "transaction set" to apply to a
message devised under its original syntax, data segment directory,
and data element dictionary. However, the X12 Committee has voted
to adopt the EDIFACT syntax by 1997. EDIFACT, an acronym for Elec~-
tronic Data Interchange For Administration, Commerce, and Trans-
port, is a family of international standards developed by the
United Nations Economic Commission for Europe- Working Party (Four)
on Facilitation of International Trade Procedures (UN/ECE/WP.4).
The EDIFACT standards define "messages" that can be designed to be
functionally equivalent to X12 transaction sets.

It may be convenient to include transaction set information in an
Appendix to the TPA, and to include X12 or EDIFACT standards by
reference. Note that, in general, versions and releases of these
standards are not necessarily upward or downward compatible. If an
existing transaction set standard does not exist, the trading part-
ners should conform to the basic conventions used by the X12 Com-
mittee when developing their own transaction sets. FIPS PUB 161-1
states that agencies "should use current X12 and/or EDIFACT stan-
dards to the extent possible" when working with subject matter not
yet considered for EDI standardization, and "shall explicitly sub-
mit their requirements for X12 and EDIFACT standards" when EDI
standards do not meet agency requirements.
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1.5.2 Avoiding and Resolving Disputes

Since system failures, errors, and omissions are going to occur,
the TPA should attempt to anticipate each of them, and assign re-
sponsibility for their resolution. One approach to drafting the
TPA is to consider the operation of the proposed EC system, and to
construct a list of all the possible disputes that might arise.
The results of the risk analysis will be of help here. Then, the
methods of resolution of each dispute should be considered. In the
best case, it will be possible to set forth in advance a sequence
of steps that will lead to dispute resolution. This analysis may
also suggest ways to revise or enhance the EC system controls and
security measures to reduce the likelihood that a given dispute
will arise, or that it cannot be resolved easily.

Coordination between the trading partners is important for success.
For example, acknowledgment of messages is an important control and
security technique, and is discussed in Chapter Three. However, it
is essential that the trading partners agree on the details of the
acknowledgment. Inadequate coordination may result in unrecognized
differences in interpretation of such items as operating modes,
meanings of transaction sets or messages, responsibility for excep-
tion detection, and terms of sale.

As a rule, detection of errors and omissions is much less costly
than prevention. For example, recipient acknowledgment of a
message can include validation information so that message alter-
ations can be detected easily. The sender’s application that
processes the acknowledgment can use the validation information in
the acknowledgment to verify that transaction sets were received
unmodified. This kind of control is relatively simple to imple-
ment, but careful coordination between the trading partners is
required to make it effective.

1.5.3 Contingency Plans and Disaster Recovery

Recovery from service interruptions, loss of data files, and de-
struction of system elements is another area where close coordina-
tion is required. The flow of transactions can be interrupted by
a failure of any one of the five EC system elements defined in Sec-
tion 2.5. The trading partners must agree on how to handle the
interruptions since the actions taken will depend on which element
has failed, and the estimated time required to restore service.

Each trading partner must be assured that the.other partner can
meet agreed-to timeliness goals. A requirement for regular disas-
ter recovery testing should be a part of the TPA for this reason.
1.5.4 Protection of Confidential Data

One objective of the EC system risk analysis should be to identify
proprietary, personal, confidential, or classified information‘that
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must be protected against unauthorized disclosure. These data
should be identified in the TPA, and the obligations of the part-
ners to protect the data should be defined. Finally, the TPA
should specify how long each copy of proprietary, personal, confi-
dential and classified data are to be retained. See Section 1.9
for more about data retention.

1.5.5 Message Authentication and Digital Signatures

Depending on the character of the commerce being conducted, message
authentication and digital signatures may be desirable or required
by law or regulation. Message authentication is the process where-
by the recipient of a transaction set can determine that the trans-
action set has not been modified during transmission. Digital
signatures are elements added to a transaction set or message that
are typically used as the equivalent of written signatures on paper
documents. Digital signatures enable recipients to authenticate
the identity of the individual originators of transaction sets. If
these features are required, the TPA must identify which transac-
tion sets are to have the features, how the features -are to be
implemented, and how failures to authenticate transaction sets and
signatures are to be resolved. This topic is discussed in more
detail in Sections 3.3.5 and 3.3.6.

1.5.6 A Model TPA

A model TPA has been developed by the American Bar Association, and
it can be useful in the initial stage of preparing an agreement.
The model agreement stresses the contractual issues; it could serve
as a useful point of departure for the drafting of an applicable
TPA. For a Federal agency, the model TPA should be considered in
connection with the requirements of Federal Acquisition Regula-
tions.

1.6 - The EC System Test Plan

Experience shows that careful and complete testing is essential to
successful implementation of EC systems.

Case Study: A sender’s EDI system was designed to use the output
it received from an application each day to overwrite a permanent
file that served as input to the EDI translation program. The EDI
system was never tested for the case when the output from the
application was of zero size. Later, during operational use, it
was discovered that when the output was zero, the permanent file
was not overwritten. As a result, the prior day’s transactions
were processed again, resulting in the dispatch of duplicate trans-
action sets. It was necessary for the recipient to "undo" the
duplicate sets manually.

Examples like this underscore the point that EC system failures are
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particularly troublesome because they usually involve the other
trading partner. Recovery and corrective actions are more diffi-
cult when more than one organization is involved. It is essential
to verify that all interfaces will work correctly regardless of
input errors and omissions.

The following are suggestions for the construction of a test plan:

1) Begin by testing the interface between the applications
and the EDI system. Test all transactions at all boundary condi-
tions, and verify correct translation. Simulate all possible error
conditions and verify correct response of the applications and the
EDI systen.

2) Simulate trading partner input from the network to the EDI
system; verify correct translation and delivery to the recipient
applications.

3) When all sender and recipient processing have been com-
pletely tested, conduct tests to simulate EDI traffic in both
directions at the planned activity levels. Verify correct handling
of potential overload conditions such as month-end, quarter-end,
and year-end, when traffic levels may be high and timeliness is
critical.

4) When both trading partners have completed the above tests

" in-house, test the EC system operation between trading partners

using test transactions and the network. Note: it is essential to
be able to generate test transaction sets during initial acceptance
testing, and later when adding enhancements to the EC system. The
recipient of test transaction sets should always be able to distin-
guish them from live transaction sets.

5) Using test messages, simulate emergency conditions to
verify that the contingency recovery plan works as expected and
that trading partners understand their roles. For example, simu-
late network or EDI system failures that occur during processing of
a stream of transaction sets to verify that interrupted transaction
sets can be identified and recovered. (Connections could be un-
plugged or switches temporarily reset to undertake such a simula-
tion.)

Independent testers should design the tests based on the system
specifications, with the goal of demonstrating that the system
works as intended regardless of input errors, system errors, and
breakdowns. The designers of an EC system should not design,
conduct, or evaluate the tests of the system because they will have
a natural tendency to prove that the system works as designed using
normal inputs and under normal conditions. Test planning is also
discussed in Section 3.11.
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